Winter School on Object-Oriented Verification
Viinistu, Estonia
25-29 January 2009

The Krakatoa tool for
Deductive Verification of
Java Programs

Claude Marché
INRIA Saclay — F-91893 Orsay cedex

The chapter on the Why VC generator is contributed by
Jean-Christophe Filliatre
CNRS & Université Paris Sud — F-91405 Orsay cedex



Contents

Introduction

1 Why: an Intermediate Language for Program Verification

L1 Syntax . . . ...
1.1.1  Types and Specifications . . . . . . . . . . . . . e
112 EXPIessions . . . . . v v v v v v ettt e e e e e e
1.1.3  Functions and Programs . . . . . . . . . . . .
1.2 Typing . . . . o o e e e e e
1.3 SemantiCs . . . . . . .. e e e e e
1.4 Weakest Preconditions . . . . . . . . . . . L
1.5 Interpretationin Type Theory . . . . . . . . . . . . . .
2 Krakatoa
2.1 KML Specification Language . . . . . . . . . . . ...
2.1.1 Behavioral Specifications . . . . . . . . . ...
2.1.2 Logicdefinitions . . . . . . . . . . . e e e e e e e
2.1.3  Algebraic Datatypes . . . . . . . ..o e e e e
2.2 Translationto Why . . . . . . . .
2.2.1 Axiomatizationoftheheap . . . . . . . . .. ... L
2.2.2 Translationrules . . . . . . . . . . L
223 Example . .. .. e e e e e
224 Limitations . . . . . . ... e e e e e e
2.3 Additional features . . . . . . .. L. e e e e
23.1 Java Card transactions . . . . . . . .. ... e e
2.3.2  Separation Analysis . . . . ... e
2.3.3 Integer and Floating-Point Arithmetic . . . . . . . . ... ... ... ... ... ...
2.3.4 Automatic generation of annotations . . . . . . ... ... oL

References

W

Nelle) W e NNe Nie NV, BNV, R, I °N

10

10
11
11
12
12
12
15
16
16
16
16
16
17

17



Introduction

The Krakatoa tool is part of the Why platform for
deductive program verification [11], developed by the
ProVal research group (http://proval.lri.fr).
The platform is available as open source software at
http://why.1lri.fr/. Krakatoa is the front-end
dedicated to Java source code. There is another front-
end called Caduceus dedicated to C source code.

The general approach is to annotate source by formal
specifications (given in a special kind of comments) and
then to generate Verification Conditions (VCs for short):
logical formulas whose validity implies the soundness
of the code with respect to the given specifications. This
includes automatically generated VCs to guarantee the
absence of run-time errors: null pointer dereferencing,
out-of-bounds array access, etc. Then the VCs can be
discharged using one or several theorem provers. The
main originality of this platform is that a large part is
common to C and Java. In particular there is a unique,
stand-alone, VCs generator called Why, which is able to
output VCs in the native syntax of many provers, either
automatic or interactive ones. The overall architecture
is presented on Figure 1.

KML-annotated

Frama-C is a general framework for static analysis
of C code (http://frama-c.cea.fr) developed
jointly by CEA List and the ProVal team. Jessie is an-
other intermediate language, aiming at factorizing var-
ious analyses and transformations common to C and
Java.

These lecture notes summarize the underlying theory
of

1. The Verification Condition Generator (Chapter 1).
This chapter is a contribution of Jean-Christophe
Fillidtre, written for the Types Summer School in
2007 (http://www.lri.fr/~filliatr/
types—-summer—-school-2007/)

2. The translation from Java to the Why dedicated in-
put language, performed by Krakatoa (Chapter 2).

ACSL-annotated

Java program C program
Annotated
C program Krakatoa Frama-C
Caduceus |mmss=dp  Why program e | Jessie

Why
Interactive provers verification
(Cog, PVS, - conditions

Isabelle/HOL, etc.)

Figure 1: Why platform Architecture

Automatic provers

== (Alt-Ergo, Simplify,

Yices, Z3, CVC3, etc.)



Chapter 1

Why: an Intermediate Language for

Program Verification

This chapter is an introduction to the Why tool. This
tool implements a programming language designed for
the verification of sequential programs. This is an inter-
mediate language to which existing programming lan-
guages can be compiled and from which verification
conditions can be computed.

These notes aim at introducing the theory behind the
Why tool: syntax, typing, semantics and weakest pre-
conditions for its language.

Implementing a verification condition generator
(VCQ) for a realistic programming language such as C
is a lot of work. Each construct requires a specific treat-
ment and there are many of them. Though, almost all
rules will end up to be instances of the five historical
Hoare Logic rules [13]. Reducing the VCG to a core
language thus seems a good approach. Similarly, if one
has written a VCG for C and has to write another one
for Java, there are clearly enough similarities to hope for
this core language to be reused. Last, if one has to ex-
periment with several logics, models and/or proof tools,
this core language should ideally remain the same.

The Why tool implements such an intermediate lan-
guage for VCGs, that we call HL in the following (for
Hoare Language). Syntax, typing, semantics and weak-
est preconditions calculus are given below, but we first
start with a tour of HL features.

Genericity. HL annotations are written in a first-order
predicate syntax but are not interpreted at all. This
means that HL is independent of the underlying
logic in which the annotations are interpreted. The
WP calculus only requires the logic to be minimal
i.e. to include universal quantification, conjunction
and implication.

ML syntax. HL has an ML-like syntax where there is
no distinction between expressions and statements.
This greatly simplifies the language—not only the
syntax but also the typing and semantics. However
HL has few in common with the ML family lan-
guages (functions are not first-class values, there is
no polymorphism, no type inference, etc.)

Aliases. HL is an alias-free language. This is ensured
by the type checking rules. Being alias free is cru-
cial for reasoning about programs, since the rule
for assignment

{Plz «— E]}z := E{P}

implicitly assumes that any variable other than z is
left unmodified. Note however that the absence of
alias in HL does not prevent the interpretation of
programs with possible aliases: such programs can
be interpreted using a more or less complex mem-
ory model made of several unaliased variables.

Exceptions. Beside conditional and loop, HL only has
a third kind of control statement, namely excep-
tions. Exceptions can be thrown from any program
point and caught anywhere upper in the control-
flow. Arbitrary many exceptions can be declared
and they may carry values. Exceptions can be
used to model exceptions from the source language
(e.g. Java’s exceptions) but also to model all kinds
of abrupt statements (e.g. C and Java’s return,
break or continue).

Typing with effects. HL has a typing with effects:
each expression is given a type together with the
sets of possibly accessed and possibly modified
variables and the set of possibly raised exceptions.
Beside its use for the alias check, this is the key
to modularity: one can declare and use a function
without implementing it, since its type mentions its
side-effects. In particular, the WP rule for function
call is absolutely trivial.

Auxiliary variables. The usual way to relate the values
of variables at several program points is to used
the so-called auxiliary variables. These are vari-
ables only appearing in annotations and implicitly
universally quantified over the whole Hoare triple.
Though auxiliary variables can be given a formal
meaning [24] their use is cumbersome in practice:



1.1 Syntax

they pollute the annotations and introduce unneces-
sary equality reasoning on the prover side. Instead
we propose the use of program labels—similar to
those used for gotos—to refer to the values of
variables at specific program points. This appears
to be a great improvement over auxiliary variables,
without loss of expressivity.

1.1 Syntax

1.1.1 Types and Specifications

Program annotations are written using the following
minimal first-order logic:
t =
p =

cla| x| ot,...,t) | old(t) | at(t, L)
Pt,....,t) |V :Bp|lp=p|pAp]| ...

A term ¢ can be a constant ¢, a variable x, the con-
tents of a reference x (written !x) or the application
of a function symbol ¢. It is important to notice that
¢ is a function symbol belonging to the logic: it is not
defined in the program. The construct 01d(¢) denotes
the value of term ¢ in the precondition state (only mean-
ingful within the corresponding postcondition) and the
construct at (¢, L) denotes the value of the term ¢ at the
program point L (only meaningful within the scope of a
label L).

We assume the existence of a set of pure types (3) in
the logical world, containing at least a type unit with
a single value void and a type bool for booleans with
two values t rue and false.

Predicates necessarily include conjunction, implica-
tion and universal quantification as they are involved in
the weakest precondition calculus. In practice, one is
likely to add at least disjunction, existential quantifica-
tion, negation and true and false predicates. An atomic
predicate is the application of a predicate symbol P and
is not interpreted. For the forthcoming WP calculus, it is
also convenient to introduce an 1 f-then-else pred-
icate:

if ¢t then p; elsepy =
(t = true = p1) A (t = false = po)

Program types and specifications are classified as fol-
lows:

T B|Bref|(z:7)— kK

koou= {p}Te{d}

q = pE=p..;E=p

€ = readsz,...,rwritesz,...,x
raises F,....F

A value of type 7 is either an immutable variable of a
pure type (0), a reference containing a value of a pure

type (8 ref) or a function of type (x : 7) — {p} B e {q}
mapping the formal parameter x to the specification

of its body, that is a precondition p, the type 7 for
the returned value, an effect ¢ and a postcondition q.
An effect is made of tree lists of variables: the refer-
ences possibly accessed (reads), the references pos-
sibly modified (writes) and the exceptions possibly
raised (raises). A postcondition ¢ is made of sev-
eral parts: one for the normal termination and one for
each possibly raised exception (£ stands for an excep-
tion name).

When a function specification {p} /3 € {¢q} has no pre-
condition and no postcondition (both being true) and
no effect (e is made of three empty lists) it can be short-
ened to 7. In particular, (z1 : 71) — -+ — (@, : Ty) —
 denotes the type of a function with n arguments that
has no effect as long as it not applied to n arguments.
Note that functions can be partially applied.

1.1.2 Expressions
The syntax for program expressions is the following:

t o= clz|lx|P,... 1)
e = i
| x:=e
| letz=eine
| letz=refeine
| if etheneelsee
| loope {invariant p variant ¢}
| L:e
| raise(Ee):T7
| tryewith Ez — eend
| assert {p};e
| ed{q}
| fun(z:7)— {p}e
| recz(z:7)...(x:7):0
{variant t} = {p} e
| ee

In particular, programs contain pure terms (t) made
of constants, variables, dereferences (written !x) and
application of function symbols from the logic to
pure terms. The syntax mostly follows ML’s one.
ref e introduces a new reference initialized with e.
loop e {invariant p variant t} is an infinite loop
of body e, invariant p and which termination is ensured
by the variant t. The raise construct is annotated with
a type 7 since there is no polymorphism in HL. There
are two ways to insert proof obligations in programs:
assert {p}; e places an assertion p to be checked
right before e and e {q} places a postcondition ¢ to be
checked right after e.

The traditional sequence construct is only syntactic
sugar for a 1et —in binder where the variable does not
occur in es:

e1; eo = let _=ej iney

We also simplify the raise construct whenever both
the exception contents and the whole raise expression

The Krakatoa tool
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Why: an Intermediate Language for Program Verification

have type unit:

raise F = raise (E void) : unit

The traditional while loop is also syntactic sugar for a
combination of an infinite loop and the use of an excep-
tion Exit to exit the loop:

while e; do ey {invariant p variant t} =
try
loop if e; then e; else raise Erit
{invariant p variant t}
with Fzit _ —> void end

1.1.3 Functions and Programs

A program (p) is a list of declarations. A declaration (d)
is either a definition introduced with 1et or a declara-
tion introduced with val, or an exception declaration.

p == 0ldp
d == letx=e
| valaz:T

| exception F of 3

1.2 Typing

This section introduces typing and semantics for HL.
Typing environments contain bindings from variables
to types of values, exceptions declarations and labels:

I =

The type of a constant or a function symbol is given by
the operator Typeof. A type T is said to be pure, and
we write 7 pure, if it is not a reference type. We write
x € 7 whenever the reference x appears in type 7 i.e. in
any annotation or effect within 7.

An effect is composed of three sets of identifiers.
When there is no ambiguity we write (r,w,e) for the
effect reads r writes w raises e. Effects com-
pose a natural semi-lattice of bottom element 1 =
(0,0,0) and supremum (r1,wy,e1) U (ro, wo,e3) =
(r1 U rg,wy Uws,e; Uey). We also define the eras-
ing of the identifier x in effect ¢ = (r,w,e) as e\zx =
("\{a}, w\{z}, e\ {z}).

We introduce the typing judgment I" + e : (7, €) with
the following meaning: in environment I" the expression
e has type 7 and effect e. Typing rules are given in Fig-
ure 1.1. They assume the definitions of the following
extra judgments:

o I' - Kk wf : the specification x is well formed in
environment I,

e I' I p wf : the precondition p is well formed in
environment I,

e I' - g wf : the postcondition g is well formed in
environment I,

e 't : 3 the logical term ¢ has type 3 in environ-
ment [,

The purpose of this typing with effects is two-fold.
First, it rejects aliases: it is not possible to bind one
reference variable to another reference, neither using a
let in construct, nor a function application. Second,
it will be used when interpreting programs in Type The-
ory (in Section 1.5 below).

1.3 Semantics

We give a big-step operational semantics to HL. The no-
tions of values and states are the following:

c|Ec|recfa=e

{(z,¢),...,(x,0)}

A value v is either a constant value (integer, boolean,
etc.), an exception E carrying a value c or a closure
rec f x = e representing a possibly recursive function
f binding z to e. For the purpose of the semantic rules,
it is convenient to add the notion of closure to the set of
expressions:

S

e = ...|recfx=e

In order to factor out all semantic rules dealing with
uncaught exceptions, we introduce the following set of
contexts I:

|z :7,T|exception F of 3,T | label L,T

R == [|x:=R|letx=Rine
| letz=ref Rine
| if Rtheneelsee
| loop R {invariant p variant ¢}
| raise(ER):T
| Re

The semantics rules are given Figure 1.2.

1.4 Weakest Preconditions

Programs correctness is defined using a calculus of
weakest preconditions. We note wp(e, g; r) the weakest
precondition for a program expression e and a postcon-
dition ¢;r where ¢ is the property to hold when termi-
nating normally and r = Ey = ¢1;...; E, = ¢, is
the set of properties to hold for each possibly uncaught
exception. Expressing the correctness of a program e is
simply a matter of computing wp(e, True).

The rules for the basic constructs are given on the first
part of Figure 1.3. On the traditional constructs of Hoare
logic, these rules simplify to the well known identities.
For instance, the case of the assignment of a side-effect
free expression gives

wp(z :=t,q) = qlz « 1]

The Krakatoa tool
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1.4 Weakest Preconditions 7

Typeof (¢) = z:17€el T pure x:Qref el
'kec:(B,1) 'k a:(r,1) I Flz: (8, reads z)

'+ ti : (61'361') Typeof(¢) = ﬁlw“vﬁﬂ - /8
r F ¢(t17atn) : (ﬂ7|_|el)
z:Bref €T FI—e:Z(ﬁ,e)
'z :=e: (unit, (writes z) Ue)

Tk e :(m,6) T| pure Cox:m b ey (12,€)

'k letx=e;ines: (12,61 Ler)
I F 61:(51,61) F,I’Iﬂl ref F 625(7’2,62) Zg’l’z
'k letx=ref ey ines : (19,61 Uex\x)

I'F e :(bool,e) I'F eyt (7€) I e3: (7 €3)

I' b if e; theney elsees: (T,€1 L ea L €g)

I' - e: (unit,e) 'k puwf ' t:int

I' b loop e {invariant p variant t} : (unit,e)

I label L + e: (7€)
'+ L:e:(7,¢)
exception Fof €T LFe: (B¢
' b raise (Ee):7:(r,(raises E) Ue))
exception Fof S €T C'Foe:(re) Dox:0F ex:(7,62)
' trye; with Bz — eg end : (7,¢1\{raises E} U €y)
'k puwf 'k e: (¢ PFEe:(re I, result : 7 F g wf
' b assert {p}; e: (1,¢) I'Fe{q}: (7€)
Dx:rhkpwt  Tyz:7kef{q}: (7€)
I b fun(z:7) = {p}e{g}: ((z:7) = {p} " e{q}, 1)
IV=T,21:7,...,Tpn : Tn I+ pwt I - t:int
U fi(@im) = (en:m) = {ph7e{g} F e{d}: (T ¢)

'k recf(xy:7)...(xyn:T): 7 {variant t} = {p} e {q}
(i) = () = YT e{q}, L)

F'ker:((x:m) —{ptme{q} ea) T'Foes:(72,€6)) To pure
IP'Feley:(regUeaUe)

TEoep:((z:pBref) = {ptme{q}, e1) x9:fref el XTo & To
I'F ey ao: (T — x2), €1 U el — x2])

Figure 1.1: Typing

The Krakatoa tool Claude Marché — January 2009



Why: an Intermediate Language for Program Verification

s, ti — s8,¢;

s, — 8, ¢ s, le — s, 8(x) S, P (t1,... tn) —> 8,0 (C1,...,Cpn)
s,e— s, Ec s,e — 8, c
s,Rle] — s',E ¢ s,z :=e— s @ {x— c}, void

S,e7 —> S$1,U1 U1 NOteXC. 81, e€2[x «— v1] — S9,v9

s,let x =e; iney — S92, V2

s,e1 — 51,1 s1 D {r 1}, e — 52,09

s,let x =ref e; in ey — S2,v9

s,e1 — S1,true s1,e2 — S9,V2 s,e; — s1,false s1,e3 — S3,0U3

s,1f e; then eg else e3 — $2, V2 s,1f e; then eg else e3 — s3, U3

. . . . "
s,e — s’ void s’ loop e {invariant p variantt} — 5" v

s,1loop e {invariant p variant t} — s, v

/ /
s, e — s, v s,e — s, ¢

. /
s,L:e — s v s,raise (Fe):7— s, Ec

s,ey — s, B'c E'#FE

s,trye; with Ex — ey end — 51, F' ¢

s,e1 — s, B e s1,ea[r — ] — 82,09 s,e1 — S1,V1 U1 NOt eXC.

s,trye; with Fx — es end — $S9, U2 s,trye; with Fx — eg end — s1,v1
) y b ) y b)

/ /
s, e — s v s, e — s, v

s,{p}e— s v s,e{q} — s',v

s,fun (z:7) — {p}e — s,rec _x =¢

s,rec f(z1:7)...(Tn: ™) : T {variant t} = {p}e —
s,rec fax1 =rec_a2=...Tec _x, =€

s,e1 — sy, rec fr=e S1,eg — So,V2  So,e[f «— rec fx=e,x — v3] — s3,0

€1 €2 — 83,0

Figure 1.2: Semantics

The Krakatoa tool Claude Marché — January 2009



1.5 Interpretation in Type Theory

wp(t, q;

wp(x :=e,q;

wp(let © = e in eq, ¢;
wp(let z = ref e; in eq, q;
wp(if e; then es else ez, g;
wp(L:e,q;

r)
r)
r)
r)
r)
r)

€, q;

wp(raise (Ee) : 7,q;
wp(try ey with E x — e3 end, g;
wp(assert {p}; €, q;

7)
7)
7)
wp(e {q';r"}, q;7)

q[result — t]

wp(e, q[result — void;x «— result];r)
wp(er, wp(es, q;r)[x — result];r)

= wp(e1, wp(ez, q;)[x — result];r)
wp(ey, if result then wp(eq, q;r) else wp(es, q;r);T)
wp(e, q;r)[at(z, L) «— x]

wp(e,r(E);T)

wp(e1, q; E = wp(eg, ¢;7)[x « result];r)
p A wp(e,q;r)

wp(e, ¢ Ng;r' Ar)

Figure 1.3: WP computation rules

and the case of a (exception free) sequence gives

wp(er; e2,q) = wp(er, wp(ez, q))

The cases of exceptions and annotations are also
straightforward, given on second part of Figure 1.3. The
case of an infinite loop is more subtle:

wp(Lloop e {invariant p variant t}, q;r)
p A Vw.p= wp(L:e,pAt<at(t,L);r)

where w stands for the set of references possibly mod-
ified by the loop body (the writes part of e’s effect).
Here the weakest precondition expresses that the invari-
ant must hold initially and that for each turn in the loop
(represented by w), either p is preserved by e and e de-
creases the value of ¢ (to ensure termination), or e raises
an exception and thus must establish r directly.

By combining this rule and the rule for the condi-
tional, we can retrieve the rule for the usual while loop:

wp(while e; do ep {invariant p variant t},q;r)
=p A Vw.p=
wp(L:if e; then e; else raise E,
pAt<at(t,L),E = qr)
=p A Vw.p=
wp(er,
if result then wp(ez,p At < at(t, L)) else g,
r)[at(z, L) « z]

Finally, we give the rules for functions and function
calls. Since a function cannot be mentioned within the
postcondition, the weakest preconditions for function
constructs fun and rec are only expressing the cor-
rectness of the function body:

wp(fun (z:7) — {p}e,q;7r) =
q N Yx.¥p.p = wp(e, True)

wp(rec f(x1:71) ... (Tp:Th): T
{variant t} = {p} e, q;r)
q N Vxi.... Vo, Vo.p= wp(L:e, True)

where p stands for the set of references possibly ac-
cessed by the loop body (the reads part of e’s effect).
In the case of a recursive function, wp(L : e, True) must
be computed within an environment where f is assumed
to have type (z1 : 71) — -+ — (zp 1 Tn) = {PAL <
at(t, L)} 7 € {q} i.e. where the decreasing of the variant
t has been added to the precondition of f.

The case of a function call el e2 can be simplified
to the case of an application x1 2 of one variable to
another, using the following transformation if needed:

e1es =letx| =e; inlet x9 =€ inx; 2o

7)

Then assuming that z; has type (z —

{p'} 7" €{q'}, we define

wp(z1 22, q) =Pl — z2] A
Yw.Vresult.(q'[x — x3] = q)[old(t) « ]

that is (1) the precondition of the function must hold and
(2) its postcondition must imply the expected property g
whatever the values of the modified references and of
the result are. Note that ¢ and ¢’ may contain excep-
tional parts and thus the implication is an abuse for the
conjunction of all implications for each postcondition
part.

1.5 Interpretation in Type Theory

Expressing program correctness using weakest precon-
ditions is error-prone. Another approach consists in in-
terpreting programs in Type Theory [9, 10] in such a
way that if the interpretation can be typed then the ini-
tial imperative program is correct. It can be shown that
the resulting set of proof obligations is equivalent to the
weakest precondition.

The purpose of these notes is not to detail this
methodology, only to introduce the language imple-
mented in the Why tool.
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Chapter 2

Krakatoa

Krakatoa expects as input a Java source file, anno-
tated with the Krakatoa Modeling Language (KML for
short). KML is largely inspired from the Java Model-
ing Language [16, 5]. As JML, KML specifications are
given as annotations in the source code, in a special style
of comments. KML also shares many features with the
ANSI/ISO C Specification Language [2], which is the
specification language for the Frama-C platform.

This chapter is organized as follows. Section 2.1
gives an overview of the KML specification language.
Section 2.2 describes the translation from annotated
Java to the Why input language, which amounts first
to axiomatize the Java memory heap, and then provide
translation rules. Section 2.3 explores more advanced
features.

2.1 KML Specification Language

We present the basic features of KML. For more
details please look the reference manual (http://
krakatoa.lri.fr/manual/) or at the ACSL de-
sign document [2].

2.1.1 Behavioral Specifications

Behavioral properties are attached to programs using the
following kinds of annotations.

Method contracts

Method contracts are made of a precondition and a set
of behaviors. The precondition is a proposition intro-
duced by keyword requires which is supposed to
hold in the pre-state of the method, i.e. when it is called.
It must be checked valid by the caller.

A normal behavior has the form:

/%@
@ behavior b:
@ assumes A;
@ assigns L;
@ ensures FE;
@x/

The semantics is as follows:

e In the post-state, i.e when the method returns nor-
mally, the property \o1d(A)==>F holds.

e if A holds in the pre-state then each memory lo-
cation (already allocated in the pre-state) that does
not belong to the set L remains allocated and is left
unchanged in the post-state.

In F/, the notation \result denotes the returned value,
and \o1d(e) denotes the value of e in the pre-state.
An exceptional behavior as the form

/%@
@ behavior b:
@ assumes A;
@ assigns L;
@ signals (Ezc z) E;
@/

The semantics is similar to normal behaviors, but where
properties must hold when the method returns abruptly
with exception Ezc.

Code annotations

Annotations can be attached to statements. A local as-
sertion, introduced by keyword assert, must hold at
the corresponding program point.

Loop annotations can be given just in front of loop
constructs (while, for, etc.). They have the form

/%@ loop_invariant I
@ for b: loop_invariant Iy;
@ loop_variant V;

@x/

It states that I is an inductive invariant: it must hold at
loop entry and be preserved by any iteration of the loop
body. The loop invariant I;, must also be an inductive
invariant, but only under the assumed clause A of be-
havior b.

The loop variant, if given, must be an expression of
type integer, which must decrease at each loop iter-
ation, and remain non-negative
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Ghost code

The purpose of ghost code is to compute some addi-
tional information in order to monitor the program ex-
ecution. Ghost variables are additional, specification
only variables that can be added to method bodies. They
are declared with

/*@ ghost 7 & = e ;
and can be assigned with

/*Q@ ghost = = e ;

Class invariants

Class invariants are declared at the level of class mem-
bers, they have the form

/*Q@ invariant id: e;

It states that property e must “always” hold for the cur-
rent object. The always is quoted here because indeed
an invariant may be temporarily invalid inside execution
of a method. Also, it need not to be true until the object
constructor has returned.

Giving a precise semantics to class invariants and pro-
vide ways to check them is a fundamental issue [17], see
a discussion further in Section 2.2.4.

2.1.2 Logic definitions

Unlike in JML, KML does not allow pure methods to
be used in annotations. But it permits to declare new
logic functions and predicates. They must be placed at
the global level i.e. outside any class declaration, and
respectively have the form

//Q@ logic 7T id(m Z1,...,Tn Tp)=¢€ ;
//@ predicate d(my T1,...,Tn Tp)=p ;

where e must have type 7, and p must be a proposition.
The types 7 and 7; can be either Java types or purely
logic types: integer, real, or user-introduced as
shown in next section.

Lemmas are additional properties that can be added,
usually to give hints to provers. A lemma is declared as

//@ lemma id: p;

Inductive predicates

It is sometimes handy to define predicates inductively,
by a set of clauses, like it is done in Prolog, or in proof
assistants like PVS or Coq. An inductive definition has

where each ¢; is an identifier and each p; is a proposi-
tion. The semantics of such a definition is that P is the
least fixpoint of the cases, i.e. is the smallest predicate
(in the sense that it is false the most often) satisfying the
propositions p1,...,p;. To ensure existence of a least
fixpoint, it is required that each proposition p; has the
form

\forall yi,...,Ym,
hl ==> Lo==> hl ==> P(t1,7tn)
where P occurs only positively in hypotheses
hi,..., h.
Hybrid predicates

A proposition may contain expressions which depend on
the memory heap: o.f, t[i]. In such a case, the proposi-
tion depends on some memory state. More generally, it
is possible to define functions or predicates depending
on several memory states, via the use of labels:

//@ logic T id{Ll,...,Lk}(Tl L1y -
//@ predicate id{Lq,..

) o= e;
M x,..) = p;

in such a case, the state where memory is accessed
can be made precise using the forms \at(o.f, L;),
\at(t[i], L,), etc.

Labels are those defined in the code, and also the fol-
lowing predefined labels:

e Here is visible in contracts and all statement an-
notations, where it refers to the current state where
the annotation appears.

e 0O1d is visible in contracts and refers to the pre-
state of this contract.

e Pre is visible in all statement annotations, and
refers to the pre-state of the method it occurs in.

e Post is visible in contracts and refers to the post-
state.

2.1.3 Algebraic Data types

To go further than explicit definitions of functions and
predicates, one may introduce axiomatic blocks where
are declared a set of type names, and a set of axiomatic
declarations of predicates and logic functions, which
amounts to declare their expected profiles and a set of
axioms they satisfy. A representative example is:

/%@ axiomatic IntLists {

the form @ type ilist;
. . @ ilist nil();
* nductive P(m x1,...,Tn g
/ S +ned lv. (_1 b ) Tn n) A @ ilist cons(integer n, ilist 1);
case & :  pii @ ilist append(ilist 11, ilist 12);
. @ axiom append_nil:
@ case ¢k ' pri e \forall ilist 1;
@ } @ append (nil(),1) == 1;
@x/ @ axiom append_cons:
The Krakatoa tool Claude Marché — January 2009



12

Krakatoa

alloc i fr
a Ch
az Cy
as | int[5]
a4 Cg [3}
as | int[][2]

intA objA

Figure 2.1: component-as-array style modeling of Java memory heap

@ \forall integer n;

@ \forall ilist 11 12;

@ append (cons (n,11),12) ==

@ cons (n,append (11,12)) ;
@ }

@x/

It must be emphasized that such axiomatic block cannot
be guaranteed to be consistent.

2.2 Translation to Why

A key idea for the Krakatoa/Why toolchain is that Why
is used as a programming language to program the se-
mantics of Java. This happens in two parts: first, the
algebraic specification language of Why is used to pro-
vide a modeling for Java memory heap. Second, a
set of translation rules from Java to Why code is pro-
vided [19, 18].

For clarity of the presentation, we interpret machine
integers as mathematical integers, and floating-point
numbers as reals. See Section 2.3.3 for a more faithful
interpretation.

2.2.1 Axiomatization of the heap

A natural modeling of memory heap would be to repre-
sent heap by a single large array of data indexed by ob-
ject addresses (as in the Spec#/Boogie toolchain). Our
modeling is based on the so-called component-as-array
modeling due to Burstall and emphasized by Bornat [4]:
to each non-static field is associated a Why reference.
This separation of heap into independant pieces is valid
because with Java semantics guarantees that modifica-
tion of a field f of an object cannot modify any field g of
another (or the same) object (unlike in C, where pointer
casts falsify this property).

In Why, a variable representing a field named f for
all object will have the logic type &« memory, where o
is the type of f. Type memory indeed acts as so-called
functional arrays, via two functions

select : amemory,pointer — «
store: amemory,pointer,a — aamemory

satisfying the theory of arrays:

vm’p7v7
select(store(m,p,v),p) =v
vm, p,q,v,

pPFq=
select(store(m,p,v),q) = select(m,q)

For Java such a modeling for object fields must be
extended by similar variables for arrays: one such vari-
able respectively for arrays of ints, arrays of booleans,
arrays of reals and arrays of object references. Finally,
for dynamically representing the dynamic types of ob-
jects and the sizes of arrays, a additional Why vari-
able called allocation table is added (of some new type
alloc_table). The resulting modeling is schema-
tized on Figure 2.1.

2.2.2 Translation rules

Types

The translation rules for types are

[[Timg]] int
[poolean] = bool
[Tfioat] = real
[tref] = pointer

where 7;,+ € {byte,char,short,int,long},
Tfloat € {float,double} and Trey any reference
type, that is objects or arrays.

Expressions

The translation of simple expressions are:

[c] = ¢ constants

[v] = local variables

[er opes] = [e1] op [e2] bin operator
[e.f] = 1let tmp=1[e] in

assert{tmp # null},
select(!f, tmp) field access

The Krakatoa tool
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Null pointer dereferencing is ruled out by the assert
guard.
Array accesses are translated similarly as

[ex[e2]] =
let tmp; = [e1] in
let tmps = [e2] in
assert{tmp; # nullA
0 < tmps < blocklength(lalloc, tmp1)};
select(lA, shift(tmpr,tmpy))

where A is intA, boolA, realA or objA depending on
the type of e;. shift is another logic function in the
model. Similarly to field access, array access out of
bounds are ruled out by the assert guard.

Other expressions like method calls and object cre-
ation are delayed to section 2.2.2

instanceof and casts

During translation, a new Why type tag_id is gener-
ated, where each class identifier becomes a constant of
type tag_1id. The subclass relation is represented by a
subtag binary predicate over tag_1id.

A Why logic function

typeof: alloc_table, pointer-> tag_id

is used to retrieve the dynamic type of a reference, from
a given allocation table

instanceof:
[e instanceof C] =
subtag(typeof(alloc, [e]), [C])
cast expression:
[(C)e] =
let tmp=[e] in
assert subtag(typeof(alloc, tmp, [C]);
tmp

Notice that it is mandatory to show the absence of Class-
CastException.

Assignments

local variable assignment:
[v=ce] =v:=]e]
field assignment:
[er.f =e2] = let tmp; =[e1] in
let tmps = [e2] in
assert{tmp; # null};
f = store(!f, tmpy, tmpy)
array assignment:
[ex[e2] = €3] =
let tmp; = [e1] in
let tmps = [e2] in
let tmps = [es] in
assert{tmp; # nullA
0 < tmps < blocklength(lalloc,tmp)
A(cf remark) };
A := store(lA, shift(tmpy,tmps),tmps)

Remark: for completeness, one should add an addi-
tional assertion to ensure the absence of ArrayStoreEx-
ception [12].

Statements

Declarations of local variables are translated into decla-
rations of references:

[re=¢es] = let x=ref [e] in [s]

Remark: when no initializer is given, [e] is replaced
by a call to a "any" Why function of appropriate return
type.

Java sequences are naturally translated into Why se-
quences.

Translation of the if statement is straightforward:

[if (e)s; else s3] =

if [e] then [s1] else [s2]

Translation of the while loop is more complex be-
cause of possible break and continue statements:

[while (e)s] =

try
loop
if not [e] then raise Break;
try [s]

with Continue —void
with Break —void

where abrupt statements are translated by Why excep-
tions declared once and for all:
[oreak;] =
[continue;] =
[returne;] =

raise Break;
raise Continue;
return := [e] ;
raise Return;

see translation of method bodies for details about the
return variable.

Exception throwing is as follows:
[throw e] = raise (Exception [e])
Exception catching

try s
catch (Ezc; v1) s1

catch (Ezc, v,) Sp
is translated into:

try [s]

with (Exception tmp) —>

if (instanceof tmp Fxc;) then
let vy =tmp in [s1]
else
else if (instanceof tmp FExc,) then

let v, =tmp in [s,]
else raise (Exception tmp)
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Figure 2.2: Effects computation

Method Declarations and Method Calls

For each method in a class C' annotated with KML spec-
ification:

/*@ requires R ;
@ assigns A;
@ ensures FE;

@x/ 7 m(T1:7T1, . Tn :Tn) ;

a Why parameter is generated:

parameter C’_m_parameter:
this:pointer ->
z1: ] —> o > oy ] >
{ [R] Athis # null
A Inv(this,zq,...
[7]
reads r writes w
{ [E]N Inv(this,zq,..
A Assigns(A) '}

,Tp) )

.,In)

The read effects r and write effects w are computed as
shown in next section, together with the Assigns(A) for-
mula. The role of the Inv formula is to handle class
invariants, see Section 2.2.4 for discussion.

The method body is translated into

let return=ref (any, ()) in
try body with Return e -> e

A method call e.m(eq, . .., e,) is then translated into

let tmp=[e] in
let tmp; = [e1] in

let tmp, = [es] in

(C_m_parameter tmp tmp; tmpy)

Notice that there is no such thing as “dynamic call”
in Why: a dynamic method call in Java is translated
as above. The main point here is that if the method m
is overridden in some subclass D of C, then the Why
contract of m_parameter should incorporate the be-
haviors of D.m with an additional assumes clause:

/*@ behavior some behavior of D.m ;
@ assumes (this instanceof D);
@ ...

@x/

Notice that when a method overrides another, it is not
allowed to add any requires clause.

Effects and Assigns clauses

Because Java methods can be mutually recursive, the
effect analysis uses an iterative process in order to com-
pute the maximal effects of each method, starting from
an empty effect. We introduce an environment I which
associates to each method its (currently known) effects,
we write I' - e : R, W to mean that expression (or state-
ment) e reads variables R and writes variables W as-
suming the methods have effects as given in I'. We give
on Figure 2.2 a few rules for computing I' e : R, W.

From a given I', and a given method m with body e,
we compute R, W such that I - e : R, W and update
consequentely the information associated to method m
in I' until a fixpoint is reached, which happens in finite
time because set of effects are bounded: the number of
variables is fixed.

The set of assigned locations A in a given method is
then partitioned with respect to the set W to each Why
variable w in W we associate the set of corresponding
locations A,, so that

A= U U select(w,p)

weW pEAy,

The A,, are Why datatypes of a new abstract type pset
corresponding to sets of pointers. There is an axiomatic
theory of those sets, including the following functions:

® pset_empty: —> pset
denotes the empty set

e pset_singleton: pointer -> pset
pset_singleton(p) denotes the singleton set

{r}
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e pset_union:
denotes the union

pset,pset —> pset

e pset_deref:
pointer memory, pset —-> pset
pset_deref(m,s) denotes the set

{select(m,p)|p € s}

e pset_range: pset, int, int
pset_range(s,a,b) denotes the set

—> pset

{shift(p,i)|p€s,a<i<b}

(the complete axiomatization is in the Why file
lib/why/jessie.why of the Why platform)
Finally, a new predicate is introduced:

not_assigns:alloc_table,amemory,
amemory,pset— > prop

not_assigns(a,mi,mg,s) means that for any
pointer p allocated in allocation table a and which do
not belong to s: select(my,p) = select(ma,p).
The complete formula Assigns(A) translating the
assigns clause A is then

/\ not_assigns(a,w@,w, Ay)
weWw

See example in Section 2.2.3 below

Object allocation

Object creation involves both an allocation on the heap,
and a call to a constructor. For allocation, we introduce
a new Why parameter:

parameter alloc_parameter:
s:tag_id -> n:int ->

{n> 20}

pointer

writes alloc

{ alloc_extends(alloc@,alloc) and
alloc_fresh(alloc@, result,n) and
blocklength(alloc, result) = n and

subtag (typeof (alloc, result),s) }

Object creation expression new C'(eq, . . ., €,,) is then

translated into:

let tmp = (alloc_parameter C'l) in
(cons_C_parameter tmp [e1] - [exn]) ;
tmp

where cons_C_parameter is the Why translation
of the corresponding constructor of class C'.

Array creation is translated in a similar way.

The body of constructors are translated in a way very
similar to methods, except that

e some statements are added for initializing fields of
that class to their default value.

e then there is a special statement for calling the ap-
propriate constructor of the super class (or of the
same class if Java body starts with a statement
this(...))

o the invariant formula Inv is not the same in the
pre- and in the post-condition: the currently created
object need not to satisfy its class invariant in the
pre-state.

2.2.3 Example
Let’s consider the example of a toy electronic purse:

class NoCreditException
extends Exception ({
public NoCreditException() { }

public class Purse {

private int balance;
/+@ invariant balance_positive:
@ balance > 0;
@x/
/*@ requires s >= 0;
assigns balance;
ensures s < \old(balance) &&
balance \old (balance) — s;
behavior amount_too_large:
assigns \nothing;
signals (NoCreditException)
@ s >= \old(balance) ;
@x/
public void withdraw(int s)
throws NoCreditException {

@
@
@
@
@
@

if (s < balance)
balance = balance — s;
else

throw new NoCreditException();

An excerpt of translated Why code is

type tag_id

logic Exception tag_id
logic NoCreditException
logic Purse tag_id
logic sub_tag: tag_id, tag_id -> prop
axiom sub_tag(NoCreditException, Exception)

tag_id

predicate
balance_positive (balance:int memory,
this:pointer) =

The Krakatoa tool
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select (balance, this) > 0

parameter balance int memory ref
parameter Purse_withdraw_parameter
this:pointer -> s:int ->
{ s > 0 and this <> null and
balance_positive (balance, this) }
unit
reads alloc
writes balance
raises Exception
{ s < select (balance,
and select (balance,
select (balance@, heap,
and balance_positive (balance,
and not_assigns(alloc,
balance@, balance,
pset_singleton (this))
| Exception =>
instanceof (result,
and s >= select (balanceq@,
and balance_positive (balance,
and not_assigns (alloc,
balance@, balance,
pset_empty) }

this)

this) =

this) - s
this)

NoCreditException)
this)
this)

and also, for withdraw method implementation, with pre
and post the same conditions as in the parameter decla-
ration above:

let Purse_withdraw =

fun (this pointer) (s
begin
if s <

int) -> { pre }
(assert { this != null } ;
select (balance, this))
then

let tmp = (assert { this != null } ;
select (balance, this)) - s
in

assert { this != null } ;

balance := store(balance,this, tmp)
else
raise (Exception
(let tmp =

(alloc_parameter NoCreditException 1)

in
cons_NoCreditException_parameter tmp;
tmp)

end { post }

2.2.4 Limitations

There are some limitations in the current state of Kraka-
toa.

class invariants The support for class invariants is very
naive: there are treated just as macros for automat-
ically inserting pre- and post-conditions to meth-
ods. There is no universally known best solu-
tions [17] and research is very active on this top-
ics: ownership a la Spec#/Boogie [1], universe type

systems [8], etc. Krakatoa currently has an ex-
perimental implementation of ownership using the
pragma

//@+ InvariantPolicy = Ownership.

class initialization Krakatoa does not take into ac-
count the class initialization.

generics Krakatoa does not support Java 1.5 generics

annotated API Programs that make heavy use of the
standard API are difficult to handle, because there
is no “universal” specifications for the API. Kraka-
toa is shipped with its own annotated API, both for
Java and Java Card, but it is very incomplete.

2.3 Additional features

2.3.1 Java Card transactions

Krakatoa has a specific support for Java Card [6] ap-
plets. We proposed a support for the so-called trans-
actions by adapting the memory model: Why variables
which encode memory heap are duplicated, so that the
Why encoding is able to roll back modifications in case
of aborted transactions [20, 23]

2.3.2 Separation Analysis

The idea of separation of memory in the component-
as-array modeling can be pushed further: a fine-grain
partition of the heap can be computed on each program,
and the number of Why variables in memory modeling
can be specific to each program [15, 14, 22]. This has
shown to improve a lot the automation of the VC veri-
fication. In Krakatoa, this separation analysis is turned
on by the pragma

//Q@+ SeparationPolicy = Regions.

2.3.3 Integer and Floating-Point Arith-
metic

Instead of interpreting machine integers as mathemati-
cal unbounded integers, it is possible to interpret them
faithfully, by requiring to prove that no overflow occur.
This is indeed achieved at the level of the Jessie interme-
diate language, which allows to declare any range type,

e.g:

type byte = -128..127

With such a subtype of integers, a few additional Why
declarations are generated:

logic integer_of_byte: byte -> int
parameter byte_of_integer :
x:int ->

{ -128 <= x <= 127}
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byte
{ integer_of_byte(result) = x }

and all operations such as addition are guarded by an
overflow check, e.g

X =y + z;
for variables of type byte is translated into

x := byte_of_integer
(integer_of_byte !y +

integer_of_byte !z);

A similar approach exists for floating-point compu-
tations, where one is required to show that no overflow
occur [3].

2.3.4 Automatic generation of annotations

A technique for automatically generating loop invari-
ants, post-condition and pre-conditions has been pro-
posed by Moy and Rousset [21, 23, 22]. It is based on
a combination of abstract interpretation techniques [7],
weakest precondition calculi and quantifier elimination.

These techniques are implemented in the Why plat-
form, and has been successfully experimented for au-
tomatically generating necessary annotations for mem-
ory safety of Java Card applets[23] and C libraries on
strings [22].

These techniques are also used in combination with
an original technique for implementing a “non-null by
default” policy [23]: In Krakatoa this policy is activated
by the pragma

//@+ NonNullByDefault = all
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